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Notice
Cryptonite, LLC publications are made available for information purposes only. At 
the time of publication, all information referenced in this publication is as current 
and accurate as we could determine. Any additional developments or research, since 
publication, will not be reflected in this report. Please note that this publication may 
be changed, improved, or updated without notice. Cryptonite, LLC is not responsible 
for any errors or omissions in the content of this report or for damages arising from 
the use of this report under any circumstances.
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Executive Summary
This white paper will identify and review the capabilities of two important new 
technology sets, Moving Target Cyber Defense (MTD) and network micro-
segmentation. We will also share a view for chief information security officers (CISOs) 
as to how these new and highly innovative technologies fit within your current 
environment and complement your existing investment in cyber security tools.

As a CISO you already know that TCP/IP networks were not designed with security 
as a primary goal. Highly determined attackers have a broad set of tools they can use 
to penetrate an enterprise network, bypass your defense in depth layered technology 
set, and then move virtually unrestricted within your internal networks until they 
find and compromise their intended targets. It is almost a certainty that a determined 
attacker will at some point penetrate your network.

Moving Target Cyber Defense (MTD) and network micro-segmentation can enable 
you to build out a true Zero Trust environment by stopping network reconnaissance 
and restricting lateral movement within your networks. A Zero Trust environment 
adds important layers of cyber defense technologies which address and defeat the 
activities of malicious actors already within your network. This provides you with the 
automated capability to stop attackers, ransomware and insider threats within your 
internal network. 

“The CryptoniteNXT 
network security appliance 
provides comprehensive 
protection for the most 
targeted vulnerabilities that 
an attacker would use to 
compromise your network. 
Vulnerabilities due to delayed 
updates and patching are 
concealed from attackers. 
Unprotected IoT devices 
and embedded specialized 
processors using out-of-date 
operating systems are also 
concealed and protected from 
attackers. Mobile devices, a 
difficult challenge for CISOs 
and CIOs, are now wrapped 
in the strong protection of 
MTD and network micro-
segmentation offered by 
CryptoniteNXT. “

Dr. Justin Yackoski

MS, Ph.D. Computer Science 

CTO, CISO, and Co-Founder, 

Cryptonite, LLC 
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Current Events
Data breaches have been all over the news for months. In the recent presidential 
election, the news was filled with the exposure of stolen emails. Yahoo finally 
admitted that hundreds of millions of email accounts were impacted by the 2014 
cybersecurity breach. Many government institutions such as the IRS, the Department 
of Defense, the Justice Department and others suffered endless attacks. 

Very recently, in the news front and center in early September 2017 was the massive 
Equifax cyber attack. The Equifax attack was perhaps the sixth largest ever in the 
world and ultimately may be judged as the most destructive. 

It appears that the attack vector used at Equifax was based upon the Apache Struts 
web application. Apache Struts is a programming framework for building web-
based applications using Java and has been in widespread use for many years. The 
specific vulnerability in Apache Struts allowed the use of file uploads to expose a 
flaw in Apache Struts that then allowed the attackers to send malicious code and 
commands directly to the targeted server. The patch that would have addressed this 
vulnerability was released and announced on March 7, 20171. 

As the news suggests, Equifax was unable to implement this patch for about two 
months. This is a very large window for any system to remain at risk and vulnerable. 
In general, financial organizations have a very difficult time evaluating and installing 
patches and updates in critical application environments. One metric published in 
2015 suggests that the average financial institution takes 176 days to install patches 
and critical updates2. 

The consumer data files contained by Equifax as well as the two other largest credit 
bureaus, TransUnion and Experian, are among the most sensitive in the world. This 
information provides everything organized crime would desire to falsify account data, 
acquire credit and ultimately steal your identity. 

Since the attack, Equifax faces the difficulty of having to manage the crisis in a public 
forum. This attack will take awhile to understand, but, in the interim, it is yet another 
wake-up call for CISOs. Right now, the Equifax cyber attack is necessarily top of mind 
for CISOs around the world.

The message is very clear. CISOs and CIOs know it already. It is a running war. 
Attackers are working every day to find new exploits, add new tools, and breach 
your networks. Sophisticated and highly determined cyber attackers that target your 
institutions will find a way to get inside your networks. Classic large enterprise cyber 
defense strategies are insufficient, both to keep them out and to detect them as they 
move through the network, conducting reconnaissance, identifying resources and 
exfiltrating valuable data. 

1 https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5638
2 http://www.zdnet.com/article/financial-sector-takes-176-days-on-average-to-patch-security-vulnerabilities/

Attackers are well aware of 
the lag in time between the 
release of a patch or update 
and the installation by a 
Corporate or Government 
entity. Finding and identifying 
these exploits is part of their 
standard attack protocol. 
In the case of the Equifax 
vulnerability, attackers likely 
moved with speed to use 
the vulnerability after it was 
announced knowing that 
large organizations would 
move slowly to evaluate it 
and implement it. In the case 
of Equifax, they were right. 
CryptoniteNXT can solve 
this problem by reducing 
or entirely eliminating open 
risk windows due to these 
inherent delays.

Michael Simon
CEO and Co-Founder
Cryptonite, LLC
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Critical Cyber Vulnerability Use Cases
Attackers follow a very basic pattern: penetrate the network, perform 
reconnaissance, move laterally, escalate permissions, and identify and compromise 
targets. Cyber attackers continuously work to expand the list of known vulnerabilities 
and exploits they can find and use.

The following high vulnerability environments are exactly those environments in 
which an attacker has a high probability of success. These environments include any 
large enterprise with missing software updates and patches, networks with internet 
of things (IoT) devices, embedded Windows XP and Windows 7 processors in turnkey 
systems (manufacturing supervisory control and data acquisition systems - SCADA, 
healthcare medical devices, bank automated teller machines, point of sale terminals 
and many more) and connected mobile devices.

Cyber attackers 
continuously 
work to expand 
the list of known 
vulnerabilities and 
exploits they can 
find and use.
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Overdue Software Updates and Patches 
Statistics suggest that unpatched software may be the #1 source of exploits for cyber 
attackers. According to the United States Computer Emergency Readiness Team (US-
CERT) “cyber threat actors continue to exploit unpatched software to conduct attacks 
against critical infrastructure organizations. As many as 85 percent of targeted 
attacks are preventable.”3 As cyber attackers perform reconnaissance within your 
network, they enumerate the network, determine the versions of software you are 
running, and then map the exploits they need to use on the identified vulnerabilities. 
Operating systems and applications within the network which are missing patches 
and updates provide an almost endless list of attack vectors for the attackers to use.

Yet despite a clear understanding of the vulnerability, most teams do not keep up 
with required patches and updates. One reason for this is that there are just too 
many patches and updates. They come at enterprise software teams constantly as 
a rolling wall of thunder. According to the Microsoft Security Intelligence Report 4, 
many thousands of vulnerabilities are found each year. Each operating system and 
software application has hundreds of issues that need attention and patches and 
updates should be applied immediately. Industry data suggests this does not happen. 
Most patches and updates seem to take weeks or months to apply and, in many 
cases, they are never applied at all. 

On top of this, information technology teams know that many patches destabilize 
production systems, bring new problems and, in some cases, totally stop ongoing 
operations. For example, in manufacturing and process control even small changes 
have the potential to destabilize and otherwise adversely impact production systems. 
Too many information technology practitioners had bad personal experiences with 
updates bringing instability to otherwise stable systems.

Some enterprise teams try to delay patch installation for a week or two in order 
to let someone else flush out hidden problems with the update. Then, if no major 
problems surface after a time, they will go ahead and roll out the updates on their 
own machines.

Another reason many wait is because even if the software vendor promptly issued 
new patches, or “fixes the fixes,” after problems are identified, it is a major pain point 
for those who then have to uninstall the original patch and then install the new 
one. If you simply wait, the problematic patch may be removed from availability and 
replaced with one that works as intended, and that you can install fresh without 
having to go through the uninstallation process.

3 https://www.us-cert.gov/ncas/alerts/TA15-119A?hootPostID=b6821137ae5173095390bd502ae04892
4 http://download.microsoft.com/download/7/1/A/71ABB4EC-E255-4DAF-9496-A46D67D875CD/Microsoft_Security_
Intelligence_Report_Volume_18_English.pdf

“Cyber threat actors 
continue to exploit 
unpatched software 
to conduct attacks 
against critical 
infrastructure 
organizations. As 
many as 85 percent 
of targeted attacks 
are preventable.”
United States Computer Emergency 
Readiness Team (US-CERT)
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Internet of Things (IoT) Devices
Internet of Things devices represents a new and rapidly expanding area of risk and 
vulnerability to business networks. It is estimated that by 2020, over 25% of cyber 
attacks will involve IoT devices, yet less than 10% of security budgets will account for 
IoT5. Standard defense-in-depth cybersecurity software does not protect IoT devices. 
You cannot load standard cyber defense software in IoT devices and you do not easily 
have visibility to what is happening inside of them.

There is a broad proliferation of these devices in most corporate networks already. 
From HVAC systems to thermostats, security cameras to the large networks of 
security entry systems, the list is long and growing. 

Many of the attacker tools that penetrate the enterprise, whether through email, 
memory sticks, or some other attack vector, are normally defended against by the 
standard endpoint protection and other security software tools. But once these 
malware tools propagate through the network, they can often find safe haven inside 
of IoT devices, where they remain undetected for sometimes months, and where they 
provide a backdoor for extended attacker activity. 

When an attacker finds an IoT device that they can exploit, they know that the 
enterprise defense in depth is unlikely to have protection for these devices, nor 
visibility into their operations. Of course, CISOs can attempt to restrict the use of 
these devices on corporate networks, but that is nearly impossible in the healthcare, 
manufacturing, and other specialized networks where this new IoT capability is 
generally required.

Security solutions specifically targeted to IoT devices are highly fragmented and 
very new. While multitudes of schemes for embedding trust and identifying and 
credentialing IoT devices on the network have emerged, most will take years to roll 
out, and almost none of these solutions will help to protect the existing and growing 
installed base of devices within your networks anytime soon.

5 Gartner, Forecast for IOT Security dated April, 2016

It is estimated that 
by 2020, over 25% 
of cyber attacks will 
involve IoT devices, 
yet less than 10% 
of security budgets 
will account for IoT. 
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Embedded Processors in Turnkey Devices
Embedded processors in turnkey devices are almost always going to have out-of-
date and unpatched operating systems. These devices are part of turnkey systems 
that are almost always closed, as in the case of medical devices, many automated 
teller and cash machines, some old network printers, and in large deployments 
of industrial control systems. The local security operations team can try to load 
security software into these devices, but does so at risk to their basic operation and 
even liability associated with impacting their basic functions, as in the case of FDA 
approved medical devices. 

Perhaps the most obvious embedded processor is in that old print server you have 
in the corner. Or the internet connected copier machine. Almost immediately upon 
purchase, these devices stop being updated at all. Yet they reside on the networks 
and represent vulnerabilities that could negatively impact data and resources 
anywhere in the enterprise. These older processors present an ongoing vulnerability 
and potential safe haven for attacker activity. 

Let us look at the case of healthcare. There are a multitude of medical devices that 
include embedded processors, including blood gas analyzers, vision correction 
surgical systems, dialysis systems, x-ray machines, CT scanners, MRI machines, 
EMR/EHR systems, diagnostic laboratory equipment, injection pumps, and the 
multitude of equipment that resides in the emergency room, in the cardiac intensive 
care unit, and in the neonatal intensive care unit. If an attack or malware tools get 
inside the network and find these devices, they can use them as back doors for 
continued exploit and data exfiltration. In fact, it has been documented recently that 
there is a broad class of attacks specifically targeted to seek out and compromise 
medical devices in our largest healthcare institutions. 

Remediation for medical devices is very difficult. The information technology team 
cannot clean out or rebuild the system software in these devices. They must call 
the device manufacturer and they will need to make a decision to either reload the 
system software or to completely replace the unit. In a large hospital, there are 
often hundred of IoT devices, as many as 25 to support a single bed in an intensive 
care unit, as well as hundreds of network-connected medical devices. As quickly as 
compromised medical devices can be remediated and reinstalled on the network they 
can be reinfected and exploited. It is a huge problem for healthcare institutions.

Let us look at another high vulnerability area - manufacturing and industrial control 
systems. Manufacturing systems include network supervisory control and data 
acquisition (SCADA) and specialized operating systems embedded in a multitude of 
complex configurations. These are turnkey systems, carefully tuned and adjusted to 
support customized manufacturing and industrial applications, and are often based 
on old and out-of-date Windows XP and Windows 7 operating systems. The same 
vulnerable architectures from the home computers we used a decade ago exist 
in our public infrastructure, including waste management plants, water treatment 
plants and even our critical power generation infrastructure.
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Within these environments, in particular, there is a high level of concern about the 
possibility of destabilization of the system by the very updates and patches that are 
meant to protect them from a cyber attack. There is also a false sense of security 
over isolating and “air gapping” these manufacturing networks. The failure of “air 
gaps” and related policy are common in the manufacturing arena. All it takes is one 
connection to a corporate network, access by a manager with an infected network, or 
an errant infected memory stick to allow a determined attacker and their tools access 
to the network.

Banking and finance are also particularly vulnerable areas. Automated teller 
machines (ATMs) have been points of vulnerability for years and recently have 
seen a spike in cyber attacks. Most ATMs and cash machines use highly vulnerable 
embedded Windows XP and Windows 7 processors. In 2015, sophisticated attackers 
used special attack malware called Suceful. Suceful took ATM attacks to a new level 
and was the first of several widescale attacks on the ATM infrastructure in major 
banks. Suceful cleverly targeted the middleware XFS manager so it could attack the 
ATMs produced by not one, but several different manufacturers. In 2013, over $40 
million was stolen from ATMs by cyber thieves using Suceful to penetrate the bank’s 
credit card processors and then move through the networks to compromise the ATM 
applications. 

Mobile Devices 
Smartphones are the newest and biggest risk area. They are attractive to 
cybercriminals because of the many millions in use and because they present 
a wealth of attack vectors. There are even websites that will fingerprint your 
smartphone so that once you connect they will have an immediate and detailed 
understanding of its vulnerabilities. 

As smartphone and tablet use grows, hackers are discovering and documenting 
every possible way to break through mobile security. Attackers need little time to 
gain access to a mobile phone or an iPad and install the malware tools that will 
enable them to siphon data from these devices at their leisure. Browser-based 
attacks, targeted use of buffer overflow and SMS/MMS are a few of the many ways 
basic mobile device security can be compromised and defeated. 

The greatest threat is that once these devices are compromised, these devices can 
be used to gain access to corporate networks. A recent Checkpoint Security study 
found that organizations with over 2,000 mobile devices had a 50% chance or greater 
that at least six of those devices were infected. In early 2017 Dimensional Research 
did a survey on mobile security for CheckPoint Security that included over 400 
security professionals. They revealed that 20% of companies’ mobile devices have 
been breached, 24% don’t know whether they’ve experienced an attack, 94% expect 
the frequency of mobile attacks to increase and 79% state the difficulty of securing 
mobile devices is growing.
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Implementing a Zero Trust  
Network with CryptoniteNXT
Protecting Vulnerable Devices on Your Network
The solution for immediately addressing all of these vulnerability use cases lies in 
embracing the concept and new best practice of Zero Trust. The term Zero Trust was 
originated by the industry analyst firm Forrester Research several years ago. It was 
Forrester’s position that the notion of treating the internal network as trusted and the 
external networks as untrusted was inherently flawed. Forrester’s conclusion was 
that every network should be considered untrusted. 

Zero Trust network best practices require minimizing access to resources and 
visibility within the network to the absolute minimal subset you need to perform 
your job - no more. Traditional defense in depth cyber defense software and network 
security equipment cannot implement Zero Trust. You must combine your existing 
resources with new emerging technologies to build out the strongest defense to meet 
the needs of this running cyber war with attackers.

A Zero Trust environment constructed using MTD and network micro-segmentation 
technologies enable defenders to leapfrog the tactics, techniques, and procedures 
of the best military-grade attackers. MTD places attackers in a shapeshifting 
environment where IP addresses can no longer be used to map out and enumerate 
an attack. Classic attacker tools no longer work at all. Lateral east-west movement 
in the network is similarly restricted and limited by role and policy. Cyber attackers 
cannot target what they cannot see, and cannot attack without a target. The 
CryptoniteNXT platform enables you to deploy these two technologies to meet and 
defeat attackers, ransomware and insider threats.

CryptoniteNXT 
Deployment

CryptoniteNXT 
allows CISOs to 
adopt new best 
practices to deploy a 
Zero Trust solution 
for use within their 
organization.
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Stopping Reconnaissance
Moving Target Cyber Defense (MTD)
CryptoniteNXT Net Guard moving target cyber defense (MTD) deceives and contains 
cyber attackers at the very beginning of the attack and makes their targets invisible. 
Reconnaissance is completely shut down. Without visibility into the network, it is 
impossible for cyber attackers to map the network, access unpatched vulnerabilities, 
and proceed with an attack. 

CryptoniteNXT Net Guard does this by transforming the endpoint’s view of the 
network into a dynamic, abstract structure, in effect making the once static network 
into a dynamic moving target. Net Guard MTD creates a mapping from the obfuscated 
network to the real network to enable the flow of traffic across the traditional network 
infrastructure. Normal legitimate traffic is unaffected by Net Guard, but an attacker 
cannot collect actionable information about the network or masquerade as another 
legitimate endpoint. All of this is done without sacrificing performance or transparency 
to your users. CryptoniteNXT Net Guard also protects against attackers or insiders 
that have been resident in your network prior to installation; network mapping done 
prior to the installation of Net Guard is not actionable. All of this existing sensitive 
information is rendered useless for continued cyber attack planning.

Restricting Lateral Movement by Policy
Micro-Segmentation
CryptoniteNXT Micro Shield Segmentation significantly reduces attack surfaces 
accessible via lateral movement. Users only have visibility to the servers and other 
devices necessary to support their daily work, and attackers and malicious insiders 
are denied access to lateral movement beyond a very narrowly defined set of 
resources. CryptoniteNXT automation identifies every specific device, the approved 
access to resources, and the user authenticated and authorized to use it. 

Our automation allows you to configure and deploy CryptoniteNXT in the largest 
commercial and government enterprise networks. IT staff can easily define policies 
within the CryptoniteNXT platform to control network access based on device types, 
user profiles, applications or numerous role-based characteristics shared via Active 
Directory or a Lightweight Directory Access Protocol (LDAP)-based directory service. 
Micro Shield is also highly flexible. Micro Shield supports all your existing routers, 
switches, and network infrastructure.
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Addressing Critical Vulnerabilities
CryptoniteNXT

Updates and Patches. The key to exploiting missing updates and security patches 
is to first find them. Attackers must navigate the network, move laterally, discover 
and then exploit out of date software. CryptoniteNXT Net Guard does not allow 
reconnaissance and CryptoniteNXT Micro Shield severely restricts attacker lateral 
movement. Instead of being exposed to potentially dozens of vulnerabilities, the 
attacker is contained at the originally infected endpoint without the visibility to see 
unpatched vulnerabilities. The attackers cannot enumerate the network, cannot 
lookup vulnerabilities and cannot identify the corresponding exploits. The risks 
created by overdue software updates and missing patches are thus substantially 
reduced.

IoT Devices. IoT devices will someday be designed with better embedded cyber 
security. That said, many millions of IoT devices have already been installed. The 
life cycle of this installed base is likely to be several years without replacement. 
A CryptoniteNXT Zero Trust environment enables you to bring in new IoT devices 
without worrying about the liability inherent in your installed base. If the attacker 
cannot find these targets, see the network, nor move laterally within it, the attack is 
effectively over.

Embedded Processors in Turnkey Devices. As with our other high vulnerability 
environments, with Cryptonite NXT Zero Trust, embedded processors with older 
operating systems can no longer be discovered. They are effectively invisible. 
Even if an attacker has enumerated the network prior to the installation of the 
CryptoniteNXT platform and has obtained the specific IP of the target, that IP address 
will not work in a CryptoniteNXT Zero Trust environment and the device will remain 
safe.

This is particularly useful for environments with a large number of device embedded 
processors in which the cost and process of replacement are prohibitively high. This 
includes healthcare, point of sale systems, ATMs, manufacturing process control, 
public infrastructure control systems and more. With a CryptoniteNXT Zero Trust 
environment, all of these networks are now protected. 

Mobile Devices. In cooperation with Mobile security solutions such as HPE’s Aruba 
Networks, CryptoniteNXT takes mobile security at the edge of networks and securely 
extends it across the entire network while also preventing adversary reconnaissance 
and lateral movement using moving target cyber defense technology. In the event 
that a wireless device is compromised, it is brought into the network with the policies 
defined by CryptoniteNXT network micro-segmentation so that lateral movement 
from the device is reduced to the absolute minimum. As before, attackers cannot 
perform reconnaissance, and they cannot move laterally between other mobile or 
wired endpoints and servers.
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Key Benefits of CryptoniteNXT Platform
The CryptoniteNXT platform provides strong benefits for the enterprise CISO:

 → Eliminating cyber attacker reconnaissance, which shuts down the attack at 
the earliest possible time, reduces the time in which the attackers can breach 
detection, and, thus, reduces the risk of loss and damage to critical assets by a 
cyber attacker or an insider threat.

 → Minimizing and stopping lateral movement by unauthorized parties and similarly 
reducing the risk of loss and damage to critical assets.

 → Enabling a true Zero Trust environment, which substantially reduces the 
probability of a successful cyber-attack from sophisticated outside attackers or 
malicious insiders.

 → Directly addressing the highest risk use cases in corporate and manufacturing 
networks, including embedded processors (e.g. ATMs, medical devices, security 
equipment, IoT devices and manufacturing industrial control systems). 

 → Reducing the risk of loss and allowing the necessary delay for investment in 
expensive equipment upgrades. 

 → Reducing the risk of delays associated with the installation of critical security 
software patches and updates. 

 → Providing the same benefits of moving target cyber defense and micro-
segmentation to mobile and wireless devices that access the corporate networks 
through partner integrations with companies such as HPE Aruba Networks.

 → Stopping the propagation of specialized attacker tools such as ransomware, 
which extort money and threaten business operations.
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Summary and Conclusions
CryptoniteNXT delivers a powerful network security appliance that addresses the 
inherent weakness in TCP/IP networks. By building out our Zero Trust environment 
CISOs can directly address the top vulnerability use cases that exist in most 
enterprise networks today.

The decision to deploy moving target cyber defense and network micro-segmentation 
technologies enable the SOC team defenders to aggressively defend the enterprise 
and defeat the most sophisticated attack techniques. Reconnaissance and lateral 
movement is all but shut down. MTD does not allow attackers to use their standard 
strategies and tools.

The speed of response is always of the essence. Everything in a CryptoniteNXT Zero 
Trust environment is supported by immediate response and containment. There are 
no alerts to resolve to action - CryptoniteNXT does that automatically. Attackers that 
seek to perform reconnaissance and enumerate the network are logged and alerted 
to the SIEM, and, most importantly, they are immediately shut down and stopped. 
Attacker or insider threat lateral movement out of policy is logged and alerted to the 
SIEM, but in a similar fashion they are restricted and shut down. 

Find out more about how you can implement a CryptoniteNXT Zero Trust 
environment. Please reach out to us at sales@cryptonitenxt.com.

 

mailto:sales%40cryptonitenxt.com?subject=
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Performance / Capacity (per appliance) Value

Total throughput 30 Gbps

Per-port throughput 1 Gbps

Latency (typical) 50 µs

Protected endpoints 500 (recommended)

Unique MACs 1500 (maximum)

Endpoint ingress ports Up to 42

Networking Value

Interface modes L3

IPv6 support Yes

VLANs Yes, automatic

NAT Yes, optional distinct 
IPs

DHCP server Yes

Integration Value

PaloAlto Yes

Aruba Networks (Clearpass) Yes

Splunk dashboard Yes

Active Directory user/endpoint import Yes

Active Directory DNS synchronization Yes

Packet Mirroring (sanitized) Yes

Hardware Value

Management RJ45 serial console, in band

Ports 48 10/100/1000 Ethernet

Power Redundant 150W, 113W avg, 133W 
max

Max BTU/hr 454

Input voltage 100-240VAC (50-60Hz)

Max current consumption 24A@120VAC, 11A@12VDC

Max inrush current 30A@115VAC, 50A@230VAC

Rack mountable 1U, 19” standard rack, 14.5" depth

Weight 11 lbs

Safety UL/cUL/CB; IEC 60950-1:2005 (2nd 
Edition); Am 1:2009

EMI FCC Class A, CE Class A, VCCI 
Class A, EN55022:2010, CISPR 
22:2008, AS/NZS CISPR 22:2009 
+A1:2010, TCVN 7189:2009, 
EN6100-3-2:2006+A1:2009+A2:2009. 
EN61000-3-3:2008, EN 300 386 
V1.6.1 (2012-09), EN55024:2010; 
CISPR 24:2010+A1:2015

Fans Redundant

Shipping box dimensions 23"w X 20"d X 7"h

Rack mount included Yes

USB to RJ45 serial cable 
included

Yes

Airflow Front of chassis to rear of chassis

Capabilities Value

Domain filtering Yes

Network access control Yes

Captive portal Yes

Two-factor authentication Yes

Rapid endpoint and user on-boarding Yes

IP topology discovery prevention Yes

Peer discovery prevention Yes

Role-based policy enforcement Yes

GUI interface Yes

API JSON / REST

Appendix A - CryptoniteNXT 
Specifications
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Software Security
Network Security 

EquipmentIdentity Access Management Infrastructure Protection Security Management 
Platform

Identity Governance and 
Administration

Endpoint Protection Platform
Governance, Risk Management  
& Compliance

IPS/IDS Equipment

Privileged Access Management Endpoint Detection & Response Firewall Equipment 

Secure Email Gateway Micro-Segmentation

Secure Web Gateway Moving Target Cyber Defense

Security Information & Event Mgmt

Data Loss Prevention

Runtime Application Self Protection

Cloud Access Security Broker

Behaviour Analytics - Machine 
Learning

Intrusion Deception

MATURE GROWTH EMERGING

Appendix B - A Taxonomy to Cyber Security Defense
The worldwide cyber security defense market consists of four major categories which include:

 → Identity access mgmt

 → Infrastructure protection

 → Security management platform

 → Network security equipment

This is exclusive of training, consulting and other outside services. 

The following diagram shows a view of this taxonomy. 
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