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Notice
Cryptonite, LLC publications are made available for information purposes only. At
the time of publication, all information referenced in this publication is as current
and accurate as we could determine. Any additional developments or research, since
publication, will not be reflected in this report. Please note that this publication may
be changed, improved, or updated without notice. Cryptonite, LLC is not responsible
for any errors or omissions in the content of this report or for damages arising from
the use of this report under any circumstances.
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Any cyber strategy solely
based upon the defense
of the perimeter will not
stand up against the current
barrage of sophisticated
targeted attacks against our
critical infrastructure and
manufacturing capabilities.
Attackers have proven that
they can successfully penetrate
isolated perimeters around
industrial control systems, even
those that are air-gapped. A Zero
Trust network can rapidly and
automatically shut down these
attacks before they get started.
— Michael Simon,
Chief Executive Officer
Cryptonite

Executive Summary
The internet enablement of critical infrastructure has happened rapidly across public
utilities within the United States. Since the first widespread deployment of the internet
over 20 years ago, there has been almost complete internet enablement of remote
access to power, water, and waste management, along with other critical infrastructure.
Systems infrastructure that was previously not accessible via the internet is now
externally accessible and now under increasing assault by cyberattackers.
Threats to manufacturing systems and industrial control systems (ICS) infrastructure
come from multiple sources. Cyberattackers seeking financial gain target this
infrastructure for ransom as the cost to recover a compromised system can
be massive, but the greater threat to critical national infrastructure and large
manufacturing systems comes from nation-state and ideologically motivated
cyberattackers. These attackers target operational capabilities rather than just
financial information. They view ICS networks as targets for destruction, to harm
critical infrastructure operations, or worse, to harm personnel, through intentional
corruption or cessation of ongoing operations.
Current events show us that cyberattackers will successfully penetrate ICS networks.
Once inside, ICS networks generally allow any user to freely navigate the network
and access connected resources. TCP/IP based ICS networks assume trust to
anyone inside the network - there are very few mechanisms within these networks to
challenge this trust and relatively open access to resources.
New best practices such as moving target defense (MTD) define a structure for ICS
networks designed around the concept of Zero Trust. Zero Trust networks bring a new
and resilient capability to defenders to protect ICS infrastructure. Zero Trust breaks
the attacker’s Cyber Kill Chain® within the ICS network by stopping users from doing
reconnaissance within the network. TCP/IP addresses are obfuscated and hidden.
Lateral movement, even for authenticated and trusted users, can be highly limited by
policy using tools such as micro-segmentation. If a cyberattacker cannot discover the
resources in the network, they cannot attack them.
In this report, we will overview industrial control systems and their function to support
critical national infrastructure and large manufacturing process control. We will review
critical vulnerabilities and attack vectors and the process that cyberattackers use to
identify and compromise these systems.
Finally, we will share our conclusions and recommendations for protecting critical
manufacturing and industrial control systems infrastructure. We will share our
blueprint to design and deploy a Zero Trust network architecture using enabling
technologies such as moving target defense (MTD) and micro-segmentation.
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State of the Union - Industrial Control Systems
Most cyberattackers use fairly standard and commonly acquired tools. Their malware
tools are also fairly standard, although they may be repacked or remanufactured to
better camouflage them before they are reused. A new generation of cyberattackers,
however, is not only using standard tools, but also heavily customized tools designed to
utilize exploits in very specific industrial control system controllers and processors. The
impact and scale of these attacks can be devastating.

The Aurora Vulnerability - The First Infrastructure Attack
The Aurora vulnerability attack was demonstrated by the Department of Homeland
Security, as conducted at the Idaho National Laboratory in 2007. This was recorded and
subsequently broadcast by CNN after the film was obtained by Freedom of Information
Act (FOIA) request. The Aurora test targeted a power generator and used cyberattack
modified software to cause an out-of-phase condition on the generating equipment.
The minimal result of an Aurora attack is severe damage to attacked generators
and the associated loss of electricity and grid collapse. Aurora demonstrates what is
possible when you have remote access to the industrial control systems within critical
infrastructure. Here is a video clip of the original Aurora test - you can see how the
generator destroys itself, pieces start to fly off the generator and ultimately the unit is
consumed by fire: https://www.youtube.com/watch?v=fJyWngDco3g

Stuxnet - The Debut of Weaponized Malware
Discovered by the security firm Kaspersky in 2011, Stuxnet is the attack that targeted
the nuclear centrifuges used by the Iranians to produce fissile nuclear material.
Centrifuges provide for the separation of fluids, either gas or liquid, based upon density.
As the centrifuge spins at high speed, heavier materials are moved to the outside of the
containment vessel. Stuxnet targeted the programmable logic controllers (PLCs) which
are part of the industrial control system infrastructure used to control the centrifuges
separating nuclear material.
In preparation for the Stuxnet attack, an unidentified nation-state is believed to have
staged centrifuges identical to the ones used by Iran. The goal of this testing was to
determine the best way to program the centrifuge controllers such that they either were
destroyed due to either self-destructive damage or degradation in operation so that they
were no longer usable. Further research, under the pretext of cyber defense, enabled
that same nation-state to identify and gather information on known vulnerabilities from
major manufacturers in several standard process computer controllers which operated
industrial machinery such as the centrifuges.
The Stuxnet attack was designed to spin the centrifuges at high end limit speeds so
that they would effectively self-destruct, and in the process break and potentially send
radioactive material spewing in all directions. Even more sophisticated was the special
code that provided the plant operators with status data that seemed to show that the
centrifuges were operating correctly. Stuxnet would generally do no harm unless the
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software was installed within a specific model of the Siemens controller known to be
used in the Iranian fissile material purification process.
The Stuxnet attack was highly successful and reportedly destroyed over 20% of Iran’s
nuclear centrifuges. Perhaps most important, Stuxnet broke all existing barriers in terms
of what was possible. Stuxnet was the first known and successful weaponized malware
to be unleashed on the world. Stuxnet broke the security of an isolated network. Stuxnet
was socially engineered to jump the air gap successfully. This use of weaponized malware
changed thinking across many nation-states and has set the stage for the development
of targeted attacks against critical national infrastructure, industrial control systems, and
large-scale manufacturing.

2016 - The “Kemuri Water Company”
More recently, an unnamed water utility, code-named “Kemuri Water Company,”
experienced multiple cyberattacks which were documented and reviewed by Verizon
in their March 2016 data breach digest. This United States water utility suffered several
attacks upon the water district’s valve and flow control applications and the information
technology applications that processed and stored customer and billing data. The attack
impacted hundreds of programmable logic controllers (PLCs) used to control water flow
and the amount of chemicals used to treat the water. Verizon noted that the attack could
have had far more serious consequences.

2017 - 54% of Companies Experience an
Industrial Control System Security Incident
A Verizon survey determined that approximately 54% of surveyed companies experienced
an industrial control security incident. Of these, roughly 38% experience multiple events,
ranging from two events to as many as 25 events. Attacks were caused by conventional
malware, ransomware, and advanced persistent threats (APTs) using targeted attacks,
In 2017, ransomware also emerged to impact industrial control system operations. The
highly publicized WannaCry ransomware impacted over 200,000 systems worldwide.
WannaCry, although not engineered to specifically target industrial control systems, still
managed to penetrate large corporate manufacturing facilities such as those owned by
Renault and Nissan.

The Internet of Things (IoT) - Raising the Bar
on Manufacturing Cyber Higher
IoT devices are one of the many weaknesses that can be exploited in ICS networks.
Expected growth in the use of IoT makes the situation more challenging. It should
be noted that the market for IoT process manufacturing technologies will grow from
approximately $750m in 2017 to $2.7 billion in 2022 1. This new technology represents a
large opportunity for cyberattackers to target and compromise ICS networks.

1 https://www.prnewswire.com/news-releases/the-global-market-for-internet-of-things-iot-process-manufacturingtechnologies-will-grow-from-7504-million-in-2017-to-27-billion-by-2022-with-a-compound-annual-growth-rate-cagr-of287-for-the-period-of-2017-2022-300582686.html
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Industrial Control Systems (ICS) Overview
ICS Architecture
The Industrial control systems (ICS) market includes control systems, devices,
systems, networks, controls, and software used to operate and automate
industrial processes. There are several types of ICS, the most common of which
are Supervisory Control and Data Acquisition (SCADA) systems, Distributed
Control Systems (DCS), Programmable Logic Controllers (PLC), and other related
components.
It is important to understand that the architecture of an ICS is very different from
corporate information technology networks. ICS networks usually exhibit all of the
vulnerabilities found in corporate networks, and then bring an additional layer of
vulnerabilities due to the ICS architecture and embedded components.

Supervisory Control and Data Acquisition (SCADA)
Supervisory control and data acquisition (SCADA) architecture uses computers,
networked data communications, and a user interface for process supervisory
management. Other peripheral devices such as PLCs and other controllers are used
to interface to the process control equipment. The SCADA supervisory computer
system is generally set up to do long distance monitoring and control through a
centralized control system. SCADA is used commonly in pipeline control, water
treatment and distribution, electrical power distribution and transmission, and waste
processing systems management. Top suppliers by market share in the SCADA
market include ABB, Emerson Electric, Honeywell, Rockwell Automation, Schneider
Electric, Siemens, and others.
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Image 1 - Industrial Control
System Architecture

Distributed Control System (DCS)
A distributed control system (DCS) provides control for a process or plant,
usually through local control loops. The DCS can improve reliability and reduce
investment by keeping control functions near the process plant while still allowing
for remote monitoring and supervision. DCS is generally used in continuous process
plants where high reliability and security is important and where the control room is
located in the same facility. Top suppliers by market share in the DCS market include
Siemens, Yokogawa Electric, General Electric, Metso, Mitsubishi Heavy Industries,
Omron, Rockwell Automation, Schneider Electric, and others.

Programmable Logic Controller (PLC)
A programmable logic controller (PLC) is an industrial digital computer which has
been hardened and “ruggedized” and adapted for the control of manufacturing
processes in a broad range of environmental conditions. A PLC is often an absolute
real-time system since output results must be produced in response to input
conditions within a required response time, without failure, or the intended process
may fail. The top suppliers by market share in the PLC market include Rockwell
Automation, Schneider Electric, Siemens, Mitsubishi Electric, Omron, and others.
Major vendors include ABB, Honeywell International Inc., Siemens AG, Omron Corp,
Emerson Electric, Rockwell Automation, Alstom SA, Schneider Electric SE, Yokogawa
Electric, among others.
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Understanding Industrial Control
System Vulnerabilities
Critical Cyber Vulnerability Use Cases
Cyberattackers follow a very basic pattern: penetrate the network, perform
reconnaissance, move laterally, escalate permissions, and identify and compromise
targets. Cyberattackers continuously work to expand the list of known vulnerabilities
and exploits they can find and use. High vulnerability environments include any
large enterprise with missing software updates and patches, networks with internet
of things (IoT) devices, embedded Windows XP (and Windows 7, Windows 2000)

Image 2 - PLC to Actuator and
Sensor Example

based-processors and operating systems in turnkey process control systems, and
connected mobile devices.
Industrial control systems which are exposed to the internet directly are also found,
indexed and made readily available by Shodan®, the Internet of Things search
engine2. Using Shodan and basic data analysis allows you to organize thousands of
potential targets by company, type of equipment installed, embedded passwords, and
much more. Embedded passwords remain as a pervasive problem across the global
base of ICSs.
2

https://www.shodan.io/
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Overdue Software Updates and Patches
Statistics suggest that unpatched software is likely the #1 source of exploits for
cyberattackers. As cyberattackers perform reconnaissance within your network,
they enumerate the network, determine the versions of software you are running,
and then map the exploits they need to use on the identified vulnerabilities. Operating
systems and applications within the network which are missing patches and updates
provide an almost endless list of attack vectors for the attackers to use.

Cyberattackers
work continuously
to expand the list of
known vulnerabilities
and exploits they
can find and use. The
moment new exploits
are published
and identified,
cyberattackers know
that they can use
these exploits for
months before the
required fixes are in
place.

“Cyber threat actors continue to exploit unpatched
software to conduct attacks against critical infrastructure
organizations. As many as 85 percent of targeted attacks are
preventable.”
— United States Computer Emergency Readiness Team (US-CERT)

Yet despite a clear understanding of the vulnerability, most ICS teams do not keep up
with required patches and updates. Industrial engineers fear that the installation of
security patches could destabilize production systems, bring new problems, and, in
some cases, totally stop ongoing operations. This is especially true in manufacturing
and process control. Even a very small change has the potential to destabilize and
otherwise adversely impact production systems. Too many industrial control systems
engineers have experience with seemingly innocent updates bringing instability
to otherwise stable systems. Because of the complexity of the actual production
industrial control systems, it is neither easy nor likely that engineers will have a
testbed setup that truly duplicates the production environment. For all of these
reasons, there is more fear of production failure than fear of a possible debilitating
cyber event.
In response, industrial engineering teams try to delay update and patch installation
in order to let other organizations flush out hidden problems. It is often the second or
third iteration of an update or patch which is deemed stable. The potential instability
that could be introduced from multiple iterations of installing and uninstalling
patches and updates into a production ICS is simply not acceptable to operators. The
Edison Electric Institute (EEI) has produced recommendations on the management of
updates and patches. It all boils down to the critical nature of the system that must
be updated, and the specific criticality of an update.
Finally, many production teams are sometimes overwhelmed by the number of
critical updates. They come at industrial control systems teams constantly as a
rolling wall of thunder. According to the Microsoft Security Intelligence Report,
many thousands of vulnerabilities are found each year. Each operating system and
software application has hundreds of issues that need attention and patches and
updates should be applied immediately. Industry data suggests this does not happen.
Most patches and updates seem to take weeks or months to apply and, in some
cases, they are never applied at all.
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Internet of Things (IoT) Devices Permeate ICS Networks
Internet of Things devices represent a rapidly expanding area of risk and vulnerability
to industrial control system networks. Manufacturers have moved swiftly to eliminate
cabling, or proprietary wireless protocols, and instead seek the standard low-cost
wireless connectivity brought by standardized IoT chipsets. The chips to support this
communication can be integrated today for less than $1 dollar per IoT device.

The market for IoT
process manufacturing
technologies will grow
from approximately
$750m in 2017 to $2.7
billion in 20223 . It is
also estimated that by
2020, over 25% of all
cyberattacks will involve
IoT devices, yet less than
10% of security budgets
will account for IoT.
3 The market for IoT process manufacturing
technologies will grow from approximately
$750m in 2017 to $2.7 billion in 2022 . It is
also estimated that by 2020, over 25% of all
cyberattacks will involve IoT devices, yet less
than 10% of security budgets will account for IoT.

Compelling business drivers aside, the majority of IoT platforms are still not yet
supported by well-integrated security. Most of this new IoT technology brings an
expanded opportunity for cyberattackers to successfully target and compromise ICS
networks.
Standard defense-in-depth cybersecurity software, even if you can set it up in a
process control network, does not protect IoT devices. You cannot load standard
cyber defense software in IoT devices and you do not easily have visibility to what is
happening inside of them; the great majority of them are closed devices.
Many of the attacker tools that penetrate the corporate network, whether through
email, memory sticks, or some other attack vector, are normally defended against by
the standard endpoint protection and other security software tools. But once these
malware tools propagate through the network and jump the gap into an industrial
control systems network, they can often find safe haven inside of IoT devices. When
an attacker finds an IoT device that they can exploit, they know that the enterprise
defense in depth is unlikely to have protection for these devices, nor visibility into their
operations.
Security solutions specifically targeted to IoT devices are highly fragmented and
very new. While multitudes of schemes for embedding trust and identifying and
credentialing IoT devices on the network have emerged, most will take years to roll
out, and almost none of these solutions will help to protect the existing and growing
installed base of devices within your industrial control systems networks anytime soon.

Embedded Processors in Turnkey Devices
Embedded processors in industrial control systems devices are almost always going to
have out-of-date and unpatched operating systems. Almost immediately upon purchase,
these embedded processors stop being updated. Yet they reside on the networks and
represent vulnerabilities that could enable a knowledgeable attacker to bring the entire
industrial systems control network down. These older processors present an ongoing
vulnerability and seem to be part of the mix in almost every ICS network.
Manufacturing and industrial control systems are turnkey systems, carefully tuned and
adjusted to support customized applications, and are often still based on old and out-ofdate Windows XP or Windows 7 operating systems. The same vulnerable architectures
from the home computers we used a decade ago exist in our industrial control systems
infrastructure, including waste management plants, water treatment plants, critical
power generation infrastructure, and our largest manufacturers. In many instances,
patches and updates for these older embedded processors and their operating systems
are no longer available.
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Within these environments, as discussed earlier, there is a high level of concern
about the possibility of destabilization of the system by the very updates and
patches that are meant to protect them from a cyberattack. There is also a false
sense of security over isolating and “air gapping” these manufacturing networks.
Manufacturers of IoT and ICS devices continue to recommend isolation of the network
as the way to protect the devices and the network.
Case studies show us that a multitude of failures occurs due to policy violations.
The failure of “air gaps” and related policy to support them are common in the
manufacturing and industrial control system arena. We also see examples of
this policy failing when used to separate classified networks from non-classified
networks. All it takes is one connection to another network, access by a manager
with an infected laptop or mobile device, or a single errant infected memory stick to
allow a determined attacker and their tools access to the network. Or one targeted
and infected laptop used by maintenance personnel that must have access to the
ICS networks. Stuxnet showed that this was easily achievable. There are many other
published case studies that show constant connections being made between ICS
networks, corporate networks, and the laptops, wireless devices, and USB memory
sticks that travel between all of them. At the center of the bullseye are these older
embedded processors.

Mobile Devices
Smartphones and tablet devices are the newest and biggest risk area. They are
attractive to cybercriminals because of the many millions in use and because they
present a wealth of attack vectors.
As smartphone and tablet use grows, hackers are discovering and documenting
every possible way to break through mobile security. Attackers need little time to
gain access to a mobile phone or an iPad and install the malware tools that will
enable them to siphon data from these devices at their leisure. Browser-based
attacks, targeted use of buffer overflow and SMS/MMS are a few of the many ways
basic mobile device security can be compromised and defeated.
The greatest threat is that once these devices are compromised, these devices
can be used to gain access to targeted industrial control systems. Executives and
managers that use these devices to access ICS networks bring great risk that they
might inadvertently introduce a new cyberattacker.
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Implementing a Zero Trust Network
Protecting Vulnerable Devices on Your ICS Network
The solution for immediately addressing all of these vulnerability use cases within
industrial control systems lies in embracing the concept and new best practice of
Zero Trust. The term Zero Trust was originated by the industry analyst firm Forrester
Research several years ago. It was Forrester’s position that the notion of treating the
internal network as trusted and the external networks as untrusted was inherently
flawed. Forrester’s conclusion was that every network should be considered untrusted.
Zero Trust network best practices require minimizing access to resources and visibility
within the network to the absolute minimal subset you need to perform your job - no
more. Traditional defense in depth cyber defense software and network security
equipment cannot implement Zero Trust. You must combine your existing resources
with new emerging technologies to build out the strongest defense to meet the needs
of this running cyber war with attackers.
A Zero Trust environment constructed using network-based moving target defense
(MTD) and micro-segmentation technologies enable defenders to leapfrog the tactics,
techniques, and procedures of the best military-grade attackers. MTD places attackers
in a shapeshifting environment where IP addresses can no longer be used to map out
and enumerate an attack. Classic attacker tools no longer work at all. Lateral eastwest movement in the network is similarly restricted and limited by role and policy.
Cyberattackers cannot target what they cannot see and cannot attack without a target.

Stopping Reconnaissance - Moving Target Cyber Defense (MTD)
CryptoniteNXT Net Guard network based moving target cyber defense (MTD) deceives
and contains cyberattackers at the very beginning of the attack and makes their
targets invisible. Reconnaissance is completely shut down. Without visibility into the
network, it is impossible for cyberattackers or their automated malware tools to map
the network, access unpatched vulnerabilities, and proceed with an attack.
CryptoniteNXT Net Guard does this by transforming the endpoint’s view of the network
into a dynamic, abstract structure, in effect making the once static network into
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a dynamic moving target. Net Guard MTD creates a mapping from the obfuscated
network to the real network to enable the flow of traffic across the traditional network
infrastructure. Normal legitimate traffic is unaffected by Net Guard, but an attacker
cannot collect actionable information about the network or masquerade as another
legitimate endpoint. All of this is done without sacrificing performance or transparency
to your users and applications. CryptoniteNXT Net Guard also protects against
attackers or insiders that have been resident in your network prior to installation;
network mapping done prior to the installation of Net Guard is not actionable. All of this
existing sensitive information is rendered useless for continued cyberattack planning.

The CryptoniteNXT
platform enables
you to deploy these
two technologies
to stop determined
cyberattackers,
ransomware, and
insider threats.

Finally, Net Guard also hardens networks sufficiently to block and shut down the
most sophisticated highly targeted attack such as Stuxnet. TCP/IP addresses are
camouflaged and change continuously within the network. Any attack planned with
embedded TCP/IP addresses will fail. Any attack that attempts to deploy malware
which will automate reconnaissance will also fail.

Restricting Lateral Movement by Policy Using Micro-Segmentation
CryptoniteNXT Micro Shield Segmentation significantly reduces attack surfaces
accessible via lateral movement. Users only have visibility to the servers and other
devices necessary to support their daily work, and attackers and malicious insiders are
denied access to lateral movement beyond a very narrowly defined set of resources.
CryptoniteNXT automation identifies every specific device, the approved access to
resources, and the user authenticated and authorized to use it.
Our automation allows you to configure and deploy CryptoniteNXT in the largest
commercial and government enterprise networks. IT staff can easily define policies
within the CryptoniteNXT platform to control network access based on device types,
user profiles, applications or numerous role-based characteristics shared via Active
Directory or a Lightweight Directory Access Protocol (LDAP)-based directory service.
Micro Shield is also highly flexible; it supports all your existing routers, switches,
network infrastructure, and industrial control systems infrastructure.

Zero Trust Addresses Key ICS
Network Vulnerabilities Directly
Updates and Patches
The key to exploiting missing updates and security patches is to first find them.
Attackers must navigate the network, move laterally, discover, and then exploit
out-of-date software. CryptoniteNXT Net Guard does not allow reconnaissance and
CryptoniteNXT Micro Shield severely restricts attacker lateral movement. Instead of
being exposed to potentially dozens of vulnerabilities, the attacker is contained at the
originally infected endpoint without the visibility to see unpatched vulnerabilities. The
attackers cannot enumerate the network, cannot lookup vulnerabilities, and cannot
identify the corresponding exploits. The risks created by overdue software updates and
missing patches are thus substantially reduced.
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IoT Devices in ICS Networks
IoT devices will someday be designed with better embedded cybersecurity. That
said, many millions of IoT devices have already been installed. The life cycle of this
installed base is likely to be several years without replacement. A CryptoniteNXT
Zero Trust environment enables you to bring in new IoT devices without worrying
about the liability inherent in your installed base. If the attacker cannot find these
targets, see the network, or move laterally within it, the attack is effectively over.

Embedded Processors in ICS Networks
Zero Trust no longer allows the discovery of embedded processors with older
operating systems. They are effectively invisible. Even if an attacker has enumerated
the network prior to the installation of the CryptoniteNXT platform and has obtained
the specific IP of the target, that IP address will not work in a CryptoniteNXT Zero
Trust environment and the device will remain safe.
This is particularly useful for industrial control system environments which include
a large number of device embedded processors for which the cost and process of
replacement are prohibitively high. With a CryptoniteNXT Zero Trust environment, all
of these networks are now protected.

Mobile Devices
In cooperation with mobile security solutions such as HPE’s Aruba Networks,
CryptoniteNXT takes mobile security at the edge of networks and securely extends
it across the entire network while also preventing adversary reconnaissance and
lateral movement using network-based moving target cyber defense technology. In
the event that a wireless device is compromised, it is brought into the network with
the policies defined by CryptoniteNXT network micro-segmentation so that lateral
movement from the device is reduced to the absolute minimum. As before, attackers
cannot perform reconnaissance, and they cannot move laterally between other
mobile or wired endpoints and servers.
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Conclusions
Our research and due diligence have shown us that most industrial control
systems networks remain open and highly vulnerable. The majority of the
known exploits are supported by vulnerabilities that remain unpatched. Several
conclusions become obvious:
→→ The strategy to defend your ICS network by relying on a strong perimeter will
fail at some point. Attackers will get in.
→→ Air gaps and other strategies that depend on policy that attempts to control
human behavior will also fail at some point. As before, attackers will get in.
→→ Air gaps are part of an overall strategy to isolate the network, but insufficient
to protect the system over a long period of time before they are successfully
breached.
→→ There is no standard or new cybersecurity scheme that will protect your
IoT devices. You already have a large legacy base of IoT within your ICS
networks and these will not be replaced anytime soon. The devices have been
vulnerable for years and this will not change anytime soon.
→→ Most organizations cannot apply patches and updates as fast as recommended
or required - this will not change anytime soon.
→→ Embedded processors will remain a core component of ICS networks. Yet, for
many of these older devices, updates and patches may no longer be available.
→→ Managers and executives, in many cases, will want some form of access to
the ICS networks through mobile devices. This will bring an increased risk of
cyber penetration.
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Recommendations
Our recommendations include:
→→ Scan your networks and identify and change all default passwords embedded within
various ICS components.
→→ Implement air gaps and complete network isolation physically and by policy. Plan for
exceptions that will enable breach.
→→ Isolate ICS networks from corporate information technology networks. Any executive
that requires access to both should ideally have a separate computing platform for
each.
→→ Utilize vendor’s ICS products that come with signed software. This makes it more
difficult to swap (replace a good file with one containing malware) or add malicious
files to the environment.
→→ Use two-factor authentication, combined with device level authentication, for anyone
that is granted privileges to access your ICS resources.
→→ Implement a Zero Trust network using moving target cyber defense and microsegmentation. Zero Trust enables you to protect the most common vulnerabilities
within ICS networks.
→→ Utilize and follow the NIST 800-82 Guide to Industrial Control Systems (ICS) Security
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-82r2.pdf.
→→ Expand the use of network monitoring tools and techniques - note that moving target
defense and micro-segmentation will provide full visibility into east-west traffic in the
ICS networks.
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For More Information
To learn more about Cryptonite, LLC and CryptoniteNXT,
please email info@cryptonitenxt.com

This document is current as of the initial date of
publication and may be changed by Cryptonite at
any time.
THE INFORMATION IN THIS DOCUMENT IS
PROVIDED “AS IS” WITHOUT ANY WARRANTY,
EXPRESS OR IMPLIED, INCLUDING WITHOUT
ANY WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE
AND ANY WARRANTY OR CONDITION OF
NONINFRINGEMENT.
Cryptonite products are warranted according
to the terms and conditions of the agreements
under which they are provided. The client is
responsible for ensuring compliance with laws
and regulations applicable to it. Cryptonite does
not provide legal advice or represent or warrant
that its services or products will ensure that the
client is in compliance with any law or regulation.

Statement of Good Security Practices: IT system security involves protecting systems and
information through prevention, detection and
response to improper access from within and
outside your enterprise. Improper access can
result in information being altered, destroyed,
misappropriated or misused or can result in
damage to or misuse of your systems, including
for use in attacks on others. No IT system or
product should be considered completely secure
and no single product, service or security measure can be completely effective in preventing
improper use or access.
CRYPTONITE DOES NOT WARRANT THAT ITS
PRODUCTS OR SERVICES ARE IMMUNE FROM, OR
WILL MAKE YOUR ENTERPRISE IMMUNE FROM,
THE MALICIOUS OR ILLEGAL CONDUCT OF ANY
PARTY.

About Cryptonite, LLC
Cryptonite is a leader in moving target cyber defense. CryptoniteNXT enables
any network to actively shield itself from cyberattacks by preventing all attacker
reconnaissance and lateral movement. Patent pending moving target cyber
defense and micro-segmentation technologies protect enterprise networks from
an advanced cyberattacker, insider threats and ransomware. The Cryptonite
customer base includes leading commercial and government customers around
the world. Learn more at www.cryptonitenxt.com.
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